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In Conclusion

Catalog interface should be optimized

It should be:
ÅFast
ÅSimple
ÅUsable
ÅAccessible



HTML Injection
· BIBIMAGE_TEXT = Reviews and More" title="Reviews and More

·Shows hover message

·Notice the number of quotation marks 

· BIBIMAGE = [URL] | i|http :// syndetics.com / blahblah " target="_blank

·Same principle with the quotations

·Pops Reviews or other Links into a new window/tab



Section 1: Lethal Injection
·What: Make Millennium a more template-based system

·DRY Principle ς5ƻƴΩǘ wŜǇŜŀǘ ¸ƻǳǊǎŜƭŦ

· 5ƻƴΩǘ wŜǇŜŀǘ ¸ƻǳǊǎŜƭŦ

·Put ALL HTML head information in a single file 

· called by the <! -- { toplogo } -- > token.

·How:Combine HTML injection with an obscure loophole

· INSERTTAG_HTML = <!DOCTYPE html PUBLIC " - //W3C//DTD XHTML 1.0 

Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1 -

transitional.dtd"> <! --
A DTD and an opening 

HTML comment



Templating
·What this does: Opens a comment on system-generated pages.

·Wait A Second!!: Tried this before?

·If comment opens, it has to close ςIn two different circumstances

1. A form-based page, with no system-generated head

· -- > would display ςNOTIdeal!

V A system-made page, with a system-generated head



Templating(cont.)
·The Solution: tǳǘ ǘƘŜ ŎƭƻǎƛƴƎ ŎƻƳƳŜƴǘ ǿƘŜǊŜ ƛǘ ǿƻƴΩǘ ŎŀǳǎŜ ǘǊƻǳōƭŜ

·First line of toplogo.html:

· <!DOCTYPE html PUBLIC " - //W3C//DTD XHTML 1.0 Transitional//EN" 

"http://www.w3.org/TR/xhtml1/DTD/xhtml1 - transitional.dtd" -- >

ÅCheck it out!: no effect on regular pages, but closes 
the wwwoption comment when needed!

ÅBummer:This will cause HTML validation trouble.


